SO0V RIRRYRVIIERNRINIONNEY Y

PO OO PIRIIIRTIIIIINIIVIRIIYIIOS
ettt e s byl iy b it

s o ot s o, S Sl B bl S i bl il e A gt ol

e e e et i i it b o e
TETIPINIIPTIIIIIIIIVI VISR
TRETOSTTTIIOVIIVVICRNPNENTIINYES
sl e P A e o i i i e Bttt e ettt At
YVOPPIIPIVIUVEIPIPIEIPEVISE Ny
bt i e S i Ao S s i e i il o oo ot

WP P S S R I S AT

e N e g

B e findin S bt od ol b st dsdird s B Bl ol it i b ' B o oot odindiodiodocloct
B B s s it nd s did Bl b it d b s odbidion kb PN b o ki Ak

PO® ; i 5% Y
R R N R O O ol S\ i SIS SIS B LISt it
- e e i Lt eyt

eI TISITIIETITIOS G
> TPV EOIICPIITOISIOY
B e s ettt e Al

Y SeevewYeerrveweewevwewwewewww

LA XX ]
J . Yo sese e
FES A ANV ISL“CreV I 2V T
eIVl w il ww\V/O® Vre® P44 @]
CIBI6I8 0 [ x
L

e T EETETTTrTTssTssssYTTsTsYSEY R

ettt )t ot g e et et e gt e e g g et

........................... o i
*e reeesees R IV LA S .Y T
PSP TTTISI IS TSI TTIOSIIIISITOITYICOIOGEOROOOGY

e

B
Paindisd selonttindidindiio g o st ek ol et i 3 o 3 ettt et S S L L N Fr i
e e L e R 0 L

el e e A e e . i il itttk S SR St et et g e gt et it bt e B At P it Foeees fesene




e
--.____‘*E*'J

« Computer Lab in my high school ca 1982
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. Introductlon
* Estonia, restoratlon Of free samety and economy
¢ E- souety, government serwces

. Challenges

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

............................................................

. Dlscussmn Q&A
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e Grewupin Sowet Estonta R IR RN,
. Conscnptlon to Se\net Armywh{{e studytng at the Unlver5|ty |
* Glasnost, Gorbatcheva-Stngmg Revetutten and the faII of USSR

* Graduate studies in the US RO
= Umversnty ef Washlngton Etectncal Engtneenng, MSEE PhD
. Technlcal career thh“Tektrenlx new as a consultant for high-tech

. InvoIvement Wlth Estonlan organtzattons tn Seattle and Portland
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Path to all digital

* Education

* Technical fields attracted good students

* Small, yet dynamic work force

* Rebuilding coincided with dot-com boom

* Adoption of state-of-the-art technology

e Acceptance of privacy and security trade-offs

* Results in computer savvy society

11/12/2020 I3



 Tiigrindpe — Tlger Leap (1996 2000)

- Equip and promote computer edb[catron m schools
- Projects like BaltNet l\/[rksrke Ku]atee (\/il}age Road

¢ E- Government porta1 (1998) rnrtlaUve “Todayl Make DeC|S|ons”
* Success of compames trke Kazaa Skype '
- Bolt (Taxﬂ‘y) Skype Transferwrse and P[aytech

« Joining European Unlon E.uro ,zone and NATO contnbuted to dlgltal
advancement 2 -

11/12/2020



Estonian Success

Most unicorns per capita - aiming global!

G o

/Transferwise  taxify Was added

today
11/12/2020

... and upcoming next
monese pipedrive
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+ “Design thinking” app roach _' Saa

« Mandatory e- |dent|ty, D card for every person RO OO0

* j-voting : ' ,t'.jf__,-, o ereseeesows
~ Fun fact: de- |dent|f|cat|on-ot-elata usmg CD/DVD ROM (USB strck)

e Opening busrness Ex taxes e StateTreasury customs :

* National Land Informatlon System (servrces for publrc as well as other agencres)

» E-Prescriptions, e- Health X A 7

. E-residency A AR A KR

* Digital embassy — copy of data rn another country (Luxemburg)

11/12/2020
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In a connected world, how the citizen wants

to
14 ]

leal with government and the public sector
nanging, driven by the possibilities opened

up

by new technology.

| e-Governance | X-Road | i-Voting [ MobilelD [ e-Health

Digital ID e-School | \ Blockchain /| e-Residency /| Data /
/ / \ / \ Embassy /



Provides dlgrtal CIt1zensh1p thheut physmal presence .

Establish and manage an Esteniaﬂ company onllne from
anywhere in the worid ;:;:;:;..;_;_;_;,-,;_f,;_ SRR

Apply for a busmess bank acceuntand cenduct secure e-
banklng e e R BT




Security and prlvacy pubhc: trust
- Issues W|th Il-card manufa{:{urmg
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= Access to hlgh speed mtemet m rural areas
- Com puter hteracy ef e}der generatlen _________
Money Iaunderlng KYC and other Iega[ 1ssues

Computer v|rusesransomware,phlshlng s

11/12/2020
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...................................

* Estonia got early expesurem 2@07

T st it i i o
PSSP EEe e

—~ |\/||s|nformat|on campaJQn “frgm Rug&a v::::::Z:f:l:f{j:';-_':f-f{-{'f-f'-_f-_--j : T‘ g

roe e it bt A A A

- Massive cyberattack eﬂ Estamaﬁ 'rmema ’mffaSIructu re

» Cybersecurity is essentta} to the stabﬂrty of elgbvernance and aII
services R

* Estonia hosts the NATO Cooperaﬂve Cyber S
Defence Centre of Excellence (NAT@ (;C COE)

+ Fun fact: Malwarebytes virus preventlon ........... f_.'? —'
software has a deveiopment center m Estonla

11/12/2020 e 14



X-Road — backbone of E-Estonia

2500+ services provided by the government entities
* Exported to Nordic countries and Africa

* Cooperation in Europe B Roeunucr Esrous

* Nortal in US (Seattle) P e

Home News - [TU, Estonia, Germany and DIAL to Collaborate on E...

ITU, Estonia, Germany and DIAL to uEs
Collaborate on Efforts to Accelerate

Digital Transformation and the

Achievement of Sustainable

Development Goals

11/12/2020



DATABASE POPULATION
REGISTER

I\/Ialntalned by

Nordic Instltute fer

TELECOM
COMPANY

.......................

11/12/2020
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X-Road development and testing

S S

[ \
M. S6CoONfluence ¥ Slack mewas | sonarqube i Y Crowd Ve
- A |
Trock requirements UU'*L "Hf::lr;ﬁ:: fﬁd
Tﬂrnsn Cude | p = e - - - ~
Bocklog and user < 7 ._
o Y"M -————— Mgl % '/ Meter” Ju..
Git ats nked ) Build results and | l
CT:;: . . deployment status
miues v ' I
3 de and .
Wr:rf«:c;a @ BlthCkEt > luuld Jenkins Testing | - “ |
documentation (MD) M Source code ) o SoapUI |
o \ / | I35 Grafanal
H
Release and local Code \ /
OGitHub  “izus . DB _
repository

Image 1. X-Road deve|opmen’r and testing tools
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Article about av0|d|ng authentlca _’qn‘yija‘Fg QJ{ GOGG

ot

- Lack of strong pnvacy aWsiINUS

soveseLe W N

Attempt to attract Bntrsh busmesses to Estoma to mamtaln thelr access to

EUFOPean K o R e R 077

databases j _-j IS

................................................................

countries _
Pipedrive majorltyownershlpSold—becamei%‘hunlcorn(B|II|on $)
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- Investm ent m ed
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